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GAN CHIN SAM

Director

WannaStation.com (M) Sdn. Bhd

Lot 1109-A 10" Floor Kefana Parkview Tower
No 1, Jalan 226/2, Kelana Jaya

47301 Petaling Jaya, Selangor
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Wih regards to the above subject, CyberSecurity Malays@a would like to inform that the product under
WannaStaton.com (M) Sdn. Bhd. PKID ECC Generator v1.1 has completed and passed all testing

INST

requirements by following specification under IPSA Service

2 Below are the summary report for the testing of PKID ECC Generator v1.1 using 3 types of tests.

[ Type of Testing Details of Testing
R To of keypairs
Testing using generated by PKlD ECC Generator v1.1,
National Institute of ; 100 samples (minimum requirement for
Standards and conducting statistical analysis) are
Technology (NIST) |} tested, with each sample consisting five 1
Test mil-bit public keys and one 1 mil-bd
Su;ln!owards private keys
Keypars generaled
from PKID ECC The significance level has been set to five
L Geperator, _ _ _ _ J levels, which are 1% -5%. P-values produced
from each fifloen tests in the NIST Statistical

/ Test Suite are observed

n

Test Conclusion
[ Keypaws (Private Key 8nd |
Public Keys) generated from
PKID ECC Generator v1.1
pass all fiteen randomness
tests 23 specified by NIST,
Therefore, & is concluded
that WannaStation PKID
ECC Ganerator v1.1is
random based on:-
o 1%-5%
sgnificance lovels
« for the 100 samples
generated
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Thank you.

Master Key Non-
Repeatable Testing

The testing were Sampes genaratad for
fo determine that the Master Key generated | the Master Key that was
will not be re-used I used in PKID ECC

An anslysis has been made 1o check the | Generator v1.1 shows non
repeatabiity of the PKID ECC Master Key |mpe-t-bb values.

There are two steps to achieve the result

The analysis started by generating 100
Master Key samples using PKID ECC
Generator v1.1, Then, all of the generated
Master Key were compared with each other |
In order to check if the repetition occurred
All 100 samples have been tested using |
N Checking System
The confor testng were
determine  whether  the
modules were performed according to the §x3 +ax + b (mod p) in
refated documentation. The aigorthm [ generating
involved in this conformance testing is the | the privale and public key
Eliptic curve cryptography (ECC). based on the source code
given

To determine the conformance, the analyst
study the source code provided by the
developer. The source code were used in the
“KID ECC Generator,

cryptographic § using ECC plane curve y2 =

Table 1{Type of NIST RNG Testng]

hereby endorse product PKID ECC Generator vi.1 developed by

A4n. Bhd. under IPSA Service.
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Common Criteria Certificate

&5 awarded to

WannaStation.com (M) Sdn Bhd

1
Type of Froouct;

Protection Profle Conformance:

Evalvaltion Criteria:

Evalvalion Methodology:

Malaysian Sec iy Evaluaton Faciily [MySEF):
Asswance Package:

AIRU
fema Heac

|| Cyber
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An sgevcy ander MOSTY

:PKID ECC Generator v1.1

Softwore thol Is used o generale public and private keys boesed on a
user definable and recognisable ID of ASCHl characters or known as

Common Criteria for Information Technology Security Evalualion
Version 3.1 Revision 4

Common Methedology for Information Technology Securily
Evalualion Version 3.1 Revision 4

CyberSecurity Malaysia MySEF

EAL2

20 November 2013
Certificate No: 2013-009-C049
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